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Preface

This document describes the commands supported by the StorNext Web Services for Metadata Archive
and contains the following chapters:

e Chapter 1: Introduction

e Chapter 2: Basics
e Chapter 3: API Calls

Audience

This manual is written for StorNext operators, system administrators, and field service engineers.

Notational Conventions

This manual uses the following conventions:

Convention Example

User input is shown in bold monospace font. ./DARTinstall
Computer output and command line examples are shown in ./DARTinstall
monospace font.

User input variables are enclosed in angle brackets. http://<ip_address>/cgi-bin/stats
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Convention Example

For UNIX and Linux commands, the command prompt is implied. ./DARTinstall
is the same as

# ./DARTinstall

File and directory names, menu commands, button names, and /data/upload
window names are shown in bold font.

Menu names separated by arrows indicate a sequence of menus Utilities > Firmware

to be navigated.

The following formats indicate important information:

0 Note: Note emphasizes important information related to the main topic.
Caution: Caution indicates potential hazards to equipment or data.

WARNING: Warning indicates potential hazards to personal safety.
» Right side of the system - Refers to the right side as you face the component being described.
» Left side of the system - Refers to the left side as you face the component being described.

« Data sizes are reported in base 10 (decimal) rather than base 219 (binary). For example:

10,995, 116,277,769 Bytes are reported as 11.0 TB (decimal/1000). In binary, this value is 10 TiB
(binary/1024).

Product Safety Statements

Quantum will not be held liable for damage arising from unauthorized use of the product. The user
assumes all risk in this aspect.

This unit is engineered and manufactured to meet all safety and regulatory requirements. Be aware that
improper use may result in bodily injury, damage to the equipment, or interference with other equipment.

WARNING: Before operating this product, read all instructions and warnings in this document and in
the Quantum Products System, Safety, and Regulatory Information Guide.

ADVARSEL: Lees alle instruktioner og advarsler i dette dokument og i Informationsvejledning
vedrgrende system-, sikkerheds- og lovbestemmelser for Quantum produkter, far produktet betjenes.

AVERTISSEMENT : Avant d’utiliser ce produit, lisez toutes les instructions et les avertissements de ce
document et du Guide d’informations sur le systeme, la sécurité et la réglementation de Quantum.
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WARNUNG: Lesen Sie vor der Inbetriebnahme dieses Produkts alle Anleitungen und Warnungen in
diesem Dokument und im System-, Sicherheits- und Betriebsbestimmungen-Handbuch fiir Quantum-
Produkte.

ADVERTENCIA: Antes de hacer funcionar este producto, lea todas las instrucciones y advertencias
de este documento y de la Guia de informacién normativa, del sistema y de seguridad de los productos
de Quantum.

VARNING: Las igenom alla instruktioner och varningar i detta dokument och i Quantums
produktsystem, sékerhet och reglerande informationsguide innan denna produkt anvands.

BHUMAHMUE! lNepen Havyanom akcnnyaTaumm 4aHHOro u3genus npovTUTe BCe NHCTPYKLMKN U
npeaynpexaeHus, NpuBeeHHble B HAaCTosLLEM JOKYMeHTe U B Pykogodcmee 1o cucmeme, mexHuKe
6esonacHocmu u delicmeyrowum Hopmamusgam KomnaHuu Quantum.

Z2E KGR EFHINDANIC. KEL [QuantumBEFZ X T4, T2, BHEIEHRLT 1 R (2

HEINTWVWETARTORBAEZLEZRHACEELY,

B2 HE2 &s0t)| 80l 2 2M2 Quantum HlE AIAE!, oM & 2H 382 EZ AN U=
EXNEY HIDE BXELIC

B mRERT&R . IBRNEARSEF] Quantum 7= /4 R 45 2 2 AL AE B IE R T E
i, B A A

EBE . BEIE - BRI AIEZR KN Quantum Efm A4 - LB EREHIEFETNIERENNE
HaihA -

XYI12 VT'AN 71772 |21 0T Jnona NI71700 NINNTRNIENIRIINN 70 DR X7 ,0T XN 7 0720900 1197 :anntx
.Quantum xin U2y N1'j7ni NiN'02 ,N>WN

For the most up to date information on StorNext, see:

https://www.quantum.com/serviceandsupport/get-help/index.aspx#contact-support

Contacts

For information about contacting Quantum, including Quantum office locations, go to:

https://www.quantum.com/aboutus/contactus/index.aspx

Comments

To provide comments or feedback about this document, or about other Quantum technical publications,
send e-mail to:
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doc-comments@quantum.com

Getting More Information or Help

Quantum University, Quantum’s comprehensive service approach, leverages advanced data access and
diagnostics technologies with cross-environment, multi-vendor expertise to resolve backup issues faster
and at lower cost.

Accelerate service issue resolution with these exclusive Quantum University services:

» Service and Support Website - Register products, license software, browse Quantum Learning
courses, check backup software and operating system support, and locate manuals, FAQs, firmware
downloads, product updates and more in one convenient location. Get started at:

https://www.quantum.com/serviceandsupport/get-help/index.aspx#contact-support

» eSupport - Submit online service requests, update contact information, add attachments, and receive
status updates via email. Online Service accounts are free from Quantum. That account can also be
used to access Quantum’s Knowledge Base, a comprehensive repository of product support
information. Get started at:

https://www.quantum.com/customercenter/

For further assistance, or for training opportunities, contact the Quantum Customer Support Center:

Region Support Contact

North America 1-800-284-5101 (toll free)
+1-720-249-5700

EMEA +800-7826-8888 (toll free)
+49 6131 324 185

Asia Pacific +800-7826-8887 (toll free)
+603-7953-3010

For worldwide support:

https://www.quantum.com/serviceandsupport/get-help/index.aspx#contact-support

Worldwide End-User Product Warranty

For more information on the Quantum Worldwide End-User Standard Limited Product Warranty:

https://www.quantum.com/serviceandsupport/warrantyinformation/index.aspx
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Chapter 1: Introduction

This chapter contains the following topics:

Introduction

Introduction

You can enable the mdarchive service and web services on a StorNext file system to support a number
of basic queries about content. The web services do not represent a comprehensive query interface to all
content in the system, rather a means to avoid scanning a file system to locate content which matches
specific criteria.

In application use, you are expected to combine the web services with an external database to serve a
specific query domain, or some data movement / processing service which acts on the results.
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Chapter 2: Basics

This chapter contains the following topics:

Basics

Character Encoding

» All queries use JSON encoding for content; no other data encoding is supported.

+ File names are UTF-8 encoded. Both the macOS and Windows StorNext clients restrict file names to
UTF-8. The Linux StorNext client does not; it can create file names which are not legal UTF-8
encoding and will fail to present in JSON.

Security

Access to the web service is controlled using a shared secret and access is using HTTPS. The shared
secret is automatically generated by the file system and can be obtained in one of a number of ways to be
covered later, depending on how the service is configured. This shared secret limits access to the query
interface, it is not used to limit the returned information based on permissions in the file system. Access to
the secret provides access to any content in the file system independent of the ownership of that data in
the file system.
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Basics

In order to protect against scenarios where an end user is allowed access to results from the interface, an
extra level of security is needed to limit results to results the end user has file system permission to see.

A certificate can be installed into the system, but by default the web service providing the information
uses a self-signed certificate which would be rejected by many web clients without special handling.

Non-realtime Nature of Data

The query results from mdarchive are based on a different copy of metadata than the actual file system
data. This state is not maintained synchronously with the state of the actual file system and, as a result,
may lag behind the actual file system contents. The architecture is designed to minimize this lag, but
system load factors do mean that the returned information may report things which have since been
changed in the file system. For example, the existence of a file may be reported, but the file may
subsequently have been renamed or moved and this has to be handled by the caller.

All requests make use of a sequence number, this always increases with time including across service
restarts or system crashes. This sequence number is not guaranteed to be monotonically increasing, it
may skip values. It is referred to as a marker, or transaction ID (tid). A request for file system changes
would ask for content starting at a specific marker and be returned changes in order. A new sequence
number is returned with the response which can be used to get subsequent changes.

Service Location

The web services to access mdarchive are provided by the file system fsm process. The port number is
assigned by the system on service startup (it does pay attention to the StorNext cvports file). The host is
the host the fsm is running on.

The restAccess configuration parameter controls the existence of the services and how their locations
are found. Allowed values are:

» Disabled : No REST services.

» Privileged: REST enabled, only a privileged user can access the location information. In this mode,
the extended attributes system.com.quantum.sn_rest_uri and system.com.quantum.sn_rest_
challenge contain the HTTPS endpoint and the shared secret for accessing services.

« Enabled: REST enabled and any user may access the location information. In this mode, the
user.com.quantum.sn_rest_uri and user.com.quantum.sn_rest_challenge versions can also be
used.

These are the Linux extended attribute names; on macOS there is no system or user prefix. There is no
support for accessing these on Windows except using a cvapi call as extended attributes are not
exposed to a user space.

All endpoints in this document consist of the postfix which goes after the endpoint address.
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Chapter 3: API Calls

This chapter contains the following topics:

API Calls 4

API Calls

Change Tracking

Operating system event notification interfaces do not work with StorNext as they are implemented above
the actual file system and can only track operations on a single host. You can use a services such as
Linux inotify; however, if a directory is changed on another host, a notification is not generated.

The primary interfaces offered by mdarchive are around reporting changes in the file system; the
interface does cover metadata changes from all hosts accessing the file system.

There are four basic calls for change tracking that you can access as GET or POST calls.
* Fora GET request, an argument is expected on the URI.

» Fora POST request, an argument is expected in the request body as a JSON object.

/api/metadb/v1l/marker
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API Calls

/api/metadb/v1l/change_tree
/api/metadb/v1/change_list

/api/metadb/v1l/change_handles

The typical call sequence is to use the marker call initially followed by repeated use of one of the other
calls. The marker call returns the range of markers in the file system:

"marker": 28054589,

"first marker": 108,

"yuid": "eb6f980e-ad77-491a-b854-elbce856e6fl",
"time": 1554663837

Above, the first_marker represents the oldest marker recorded by mdarchive since it started capturing
state, marker is the last change known about. The uuid is a unique identifier for the mdarchive instance,
if the mdarchive is rebuilt, the uuid changes. Finally, time is the seconds since the epoch associated
with the last marker update.

There are three possible parameters to a request:

Parameter Description

min_age The minimum age in seconds to report on as an integer. The marker value returned is close
to this amount of time old. If content is to be looked at once it is at least a certain age, then this
value can be used. As time advances, more recent changes are returned.

sync A boolean, using sync causes the mdarchive to flush more recent changes through from the
file system. Quantum recommends you not use this in normal circumstances as it adds
significant cost to the query.
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API Calls
Parameter Description
details A boolean, using this causes a verbose report which provides a mapping between marker

values and timestamps. An array of records sorted by time is returned:

"marker": 26724648,
"first marker": 108,
"yuid": "eb6f980e-ad77-491a-b854-elbce856e6fl",
"time": 1554518791,
"details": [
{

"date": "2019-04-02T22:23:48Z",

"time": 1554243828,

"marker": 23391569

"date": "2019-04-03T15:11:44z",
"time": 1554304304,

"marker": 23392018,
"operations": 449

"date": "2019-04-03T15:12:252",
"time": 1554304345,
"marker": 23396350,
"operations™: 4332

by

A set of marker values are returned along with the epoch time, a GMT time and a count of the changes
between the two markers. In general these details will not be useful beyond tracking the rate of change in
the file system.

After a marker has been obtained, the file system can be scanned. At the end of this process you know
that the scan has seen all content as it existed at the marker and possibly some which came into
existence after the marker. This corresponds to the set of content which existed before starting to monitor
the file system.

Subsequent to a one time scan, one of the other three calls can be used to locate content changed since
the point in time represented by the marker obtained here.

The different requests return information about changed content in different formats. They each take a
marker parameter and return changes which occurred after that marker. Several other modifiers are
supported and discussed later.
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API Calls
Request Description
lapi/metadb/v1/change_ Returns a hierarchical set of directories as a nested json object which indicate
tree where in the file system hierarchy there were changes. Just the directory

names are returned, the user is expected to use this to perform a selective
scan of the file system limited to only the identified directories, no other parts of
the file system name space contain changes in the time range covered. When
used in combination with another database containing a copy of the metadata,
this allows identifying where content has been removed from the system as
well as where it has been added.

/api/metadb/v1/change_list Returns a list of path names in the file system of content which has been
changed or added since the specified marker.

/api/metadb/v1/change_ Returns a list of file handles into the file system for content which has been

handles changed or added since the marker. These are special file names which can
be used to access the file without using an absolute path to get to them. Using
these in the file system is a privileged operation, reading a file in this manner
will also not trigger storage manager activity on it — but will return zeros if it is
truncated.

Request arguments for these calls are about filtering the result set in various ways, and controlling the
number of results.

Argument Purpose Change_list Change_

handle

marker Starting marker value for returns. Yes Yes Yes
Required integer.

uuid The uuid value from marker call. If the Yes Yes Yes
mdarchive has been rebuilt and the
value no longer matches, the call will
return an error. Optional string.

max_results Maximum results to return, optional Yes Yes Yes
integer.
min_age Minimum age in seconds of results to Yes Yes Yes

return, optional integer.

end_marker A maximum marker to report results for. Yes Yes Yes
This can be used instead of min_age, but
requires the caller to know the value. Will
be overridden by the min_age
parameter. Optional integer.

sync Force mdarchive up to date with file Yes Yes Yes
system. Optional boolean
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Argument Purpose Change_list Change_

handle

path A directory path to limit results to. Only Yes Yes Yes
children of this directory will be included
in results. Optional string. If the path
cannot be found an error is returned.

relative Only meaningful when path used. Instead  Yes No No
of returning paths based on the root of the
filesystem, a query returns paths relative
to the specified path argument. Optional

boolean.

affinity Only report files or directories with the Yes Yes Yes
specified StorNext affinity. Optional
string.

array Return results as a JSON array of objects  Yes Yes No

instead of an object containing objects.
Contents are sorted by age — oldest first.

Json objects do not actually imply an
order in iterating their keys, arrays do.
The original API used objects, but this
can cause problems for some JSON
library implementations accessing the
contents in sequence. Optional boolean.

max_size Limit reported results to files greater than Yes Yes Yes
min size min_size or less than max_size bytes.
- One or both can be specified. Optional

integer.

file_only Only report files in results. Optional Yes Yes No
boolean.

dir_only Only report directories in results. Optional ~ Yes Yes No
boolean.

max_total_ Stop reporting results after files Yes Yes No

blocks containing this number aggregate file

system blocks have been reported.
Optional integer.
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Argument Purpose Change_list Change_ Change_

handle tree

details When returning objects the object name Yes Yes No
is the file path, the object is null. When
returning an array, the array is just
strings. The details argument changes
this. Each file reported on has an object
with information about the file, the
contents of which are controlled by the
details string argument contents.

¢ s: File size reported.

¢ n: File name reported.

« a: Time since last change in seconds.
« A: File affinity.

* b: File blocks.

« t: File marker (or tid) reported.

match Only return files which match a regular Yes Yes Yes
expression. Does not filter directory
names.

exclude Filter out files which match a regular Yes Yes Yes
expression.

StorNext Web Services for Metadata Archive 9



Quantum.

Quantum technology, software, and services provide the solutions that today’s organizations need to make video and other
unstructured data smarter — so their data works for them and not the other way around. With over 40 years of innovation,
Quantum’s end-to-end platform is uniquely equipped to orchestrate, protect, and enrich data across its lifecycle, providing
enhanced intelligence and actionable insights. Leading organizations in cloud services, entertainment, government, research,
education, transportation, and enterprise IT trust Quantum to bring their data to life, because data makes life better, safer, and
smarter. Quantum is listed on Nasdaqg (QMCQO) and the Russell 2000® Index. For more information visit www.quantum.com.

www.quantum.com | 800-677-6268

021 Quantum Corporation. All rights reserved.
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